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Identifying  
your attack 
surface. 

• What is your attack surface?

• The set of points on the boundary of a system, a 
system element, or an environment where an attacker 
can try to enter. 
• Network
• Identity
• Endpoint 
• Cloud
• DNS
• Applications

• How to identify your attack surface?

• Build a security program 
• Define assets – Helps set a protection charter!
• Define how assets are used
• Know your Business

Defining your you attack surface sets up the charter for 
what components to monitor
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EDR / MDR / XDR 
/ SOC-as-a-Service 
/ SIEM (Co-
Managed , DIY, 
MSSP)

• There are several tools/solutions in the market 
today, but they aren’t all equal in attack surface 
coverage. 

• This can be confusing to consumers as the 
marketing engine puts a spin on things. 

• All monitoring solutions (which is good) but 
coverage may vary. 
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MITRE 
ATT&CK 
Matrix

• What is the MITRE ATT&CK Matrix?

• Matrix/Model to document attack behaviors and 
techniques of real work observations/adversaries. 

• Meant to be used by organizations to help improve 
security posture. 

• Offer various matrices. (Enterprise, ICS and Mobile)

• Allows for communication in a common language 
about behaviors of adversaries 

• Constantly being updated and enhanced
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ATT&CK 
Uses/Tools

• How do organizations leverage ATT&CK?

• Threat Informed Defense – An approach that provides a deep 
understanding of adversaries in order to Detect/Prevent and Respond to 
attacks. 

• Adversary Emulation – Intelligence-Driven Emulation of adversary with 
the intent to provide assessment of how well you fair against adversary.

• SOC Assessments - SOC Analysis if current and ongoing detections 

• Threat Intelligence – Leveraging knowledge about adversaries' behaviors 
in order to provide defenders/organizations information needed to 
improve defenses.  

• Quantitative Scoring - Measuring progress. 

All these ultimately help make informed decisions!
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MITRE 
ATT&CK 
Matrix
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MITRE 
ATT&CK 
Matrix 
continued…
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ATT&CK 
Navigator

• Using the MITRE ATT&CK Tools 
• ATT&CK Navigator
• The Center for Threat-Informed Defense
• The ATT&CK Matrix itself!
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ATT&CK 
Navigator -
Demo

• ATT&CK Navigator Demo
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ATT&CK 
techniques 
detected via 
Endpoint 
Source logs
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ATT&CK 
techniques 
detected via 
Network Source 
logs
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ATT&CK 
techniques 
detected via 
AD/IM logs
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ATT&CK 
techniques 
detected via 
IaaS/SaaS logs
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ATT&CK 
techniques 
detected via 
Endpoint, 
Network, AD/IM, 
IaaS/SaaS logs
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Interesting 
Investigation
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• Alert picked up by AW sensor
• Things to consider:

• Ports used in communication
• Reputation of remote IP/Host
• Does the remote host make sense?
• Can this be explained by a valid service?
• Ticket history

Suspicious Certificate

Meterpreter or Other Reverse Shell SSL Cert
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• Reconnaissance
• Weaponization
• Delivery
• Exploitation
• Installation
• Command & Control
• We’re here!

• Actions on Objectives

• Keeping the kill chain in mind 
helps us visualize what kind of 
indicators we’re looking for

• If this is hostile CnC we want to 
know what the bad actor is doing 
and how they got there

Look for Secondary Indicators

• Reference Cyber Kill Chain
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Possible Malicious PowerShell

• This alert was picked up by the AW agent; occurs before suspicious certificate
• PowerShell alerts are a frequent source of false positives, but they’re also one of the first places 

to look for evidence of malicious  behavior

• This code by itself looks suspect just by the way it appears to be stuffing encoded PowerShell into 
a new scheduled task, but we can  dig a bit further into that encoded block

Malware loves PowerShell
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Encoded Scheduled Task

• This script appears to read a byte array out of the current user registry then load that data with 
the reflection assembly then execute a “Test” method

• From these two code blocks we can deduce: 
• The obfuscation and actions taken confirm this to be malicious
• These scripts cannot be the initial stage as  they reference data already written to a registry hive
• These scripts appear to establish persistence 
• We can say with a high degree of confidence this code is directly related to the reverse shell

Probably not a printer mapping script
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I’m told jscript has legitimate uses

Malware Loves JScript

• Working backwards through Sysmon process logs we find a suspicious jscript process 
which was launched by our affected user through Windows Explorer
• WScript.exe "C:\Users\<username>\AppData\Local\Temp\Temp1_draft of 

sponsorship agreement(75500).zip\draft_of_sponsorship_agreement
32330 .js”

• Discussions with the client point of contact reveal that the end user had been 
attempting to download a “draft of sponsorship” form from a trusted site, but it “didn’t 
work right” when they tried to open it
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• Reconnaissance
• This event did not appear to be targeted specifically at 

this client

• Weaponization
• Weaponized jscript file

• Delivery
• Jscript file inserted into a download from trusted site 

replacing expected document

• Exploitation
• User launched jscript file by double clicking on it 

through explorer

• Installation
• (stage1) Jscript creates registry entry with shell code, 

launches (stage2) PowerShell script which installs a 
(stage3) PowerShell script as a service which references 
the stored shell code

• Command & Control
• Stage3 script launches as a service on user login and 

establishes remote shell back to C&C

• Actions on Objectives
• Bad actors were observed conducting initial in-network 

recon with tools such as BloodHound

Reviewing The Kill Chain
Completing the picture
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Summary

- Define what you are trying to protect
- MITRE can be used in  a number of different ways to help make 

informed decisions about your security. 
- If you don’t have the bandwidth to proactively address the 

more complex tasks look to a service to help! (Arctic Wolf!J)
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Thank You!
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NEXT STEP: LET’S MEET

Schedule a meeting with 
an Opkalla and Arctic Wolf 

rep by May 13th to get 
your $150 to Sunglass Hut.

Email Brice 
(brice.ulrey@opkalla.com) 
to schedule your meeting. 

mailto:brice.ulrey@opkalla.com

