








Let’s Talk

Data Protection



Protecting 365



Rapid Growth

250,000,000+
Users

The 365 Reality
Not protected 
by Microsoft

Customer 
Responsibilities



Recycle Bin
Limited, short term data loss 

recovery (no point-in time recovery)

Full Data Retention
ST & LT retention filling any/all 

policy gaps granular & 
point-in time recovery options

Infrastructure- 
Level 

Physical Security
Logical Security

App-level Security
User/Admin Controls

Security

Role as data 
processor

Data Privacy
Regulatory Controls
Industry certifications

HIPPA, Sarbanes-Oxley

Role as data 
owner

Answer to corporate 
and industry 
regulations

Demands from internal 
legal and compliance 

officers

Regulatory

Microsoft’s 
Responsibility
Learn more from 
the Microsoft 365 Trust Center

Your 
Responsibility

Microsoft 365 Backup
Copy of your data 

stored in a different location 

Data-Level
Internal:

Accidental Deletion
Malicious Insiders

Employee Retaliation
Evidence Tampering

External:
Ransomware

Malware
Hackers

Rogue Apps

Primary 
Responsibility

Your 
Microsoft 365 data

Access and control 
of your data residing 

in Microsoft 365

MICROSOFT GLOBAL 
INFRASTRUCTURE

Uptime of the 
Microsoft 365
Cloud Service

Supporting 
Technology

Microsoft 365 Data 
Replication

DC to DC geo-redundancy

https://products.office.com/en-us/business/office-365-trust-center-welcome


Ransomware Hacker

Accidental 
Deletion

Malicious 
Insider

365 Data



Timeline

Deleted items
(recycle bin)

Junk emails

Employee 
leaves the 
company

Microsoft 365

Microsoft 365

Microsoft 365

Backed up with 11:11

Backed up with 11:11

Backed up with 11:11

Permanently deleted

Microsoft Retention Secure Cloud Backup for Microsoft 365

1 Month 3 Months 6 Months 1 year

Deleted 
SharePoint sites 

and items

Microsoft 365

Backed up with 11:11

Deleted 
OneDrive for 

Business files

Microsoft 365

Backed up with 11:11

Extended

Permanently deleted

Archive*

Archive*

Permanently deleted

Permanently deleted

Permanently deleted

The average length of time from data compromise to discovery is over 140 days, 
yet default settings only protect for 30-90 days.  



OneDrive
for Business

SharePoint

Exchange

Teams
Flexible Recovery

Granular recovery

Unlimited 
storage

Unlimited 
retention policy

Automated
daily backup

Multiple
recovery options



Protecting On-Prem



Global Veeam 
Install Base 

400,000 +
Customers

The BaaS 
Story

Included 
Veeam Feature

The Critical 
Cloud Copy



3-2-1 
Strategy

3

Copies of 
your data

2

Media 
types

1

Copy
Offsite



Malware

Hacker

Accidental 
Deletion

Natural 
Disasters

Hardware 
Failure

Production
Data

Malicious 
Insider



Single site, single point of failure

Production
Data

Local 
Backup Copy



Secure Cloud Backup
removes single points of failure

Production
Data

Local Backup 
Copy

Secure Cloud Backup



Delete
Backup

Data

Restore
Request

Malware

Hacker

Malicious
Insider

Accidental

Backup
Credentials

Primary Veeam
Repository

Cloud Connect
Repository Insider Protection

(7 Day Retention of 
all deleted backups)

Service Provider Airgap

Authorized Support 
Technician



The role of Disaster Recovery



Production
Site

VM VM

VMware vSphere

VM

VMVMVM

Firewall

Applications 
and Data

The DRaaS 
Need



Production
Site

VM VM

VMware vSphere

VM

VMVMVM

Firewall

Applications 
and Data

Malware

Malicious 
Insider

HackerNatural 
Disasters

Power 
Outage

Hardware 
Failure

The DRaaS 
Need



The DRaaS
Story

Disaster Recovery 
is a must-have

DR is a perfect fit 
for cloud

Traditional DR 
is wasteful



Management 
overhead

Costly unused 
hardware

Traditional
DR Site

Performance 
Limitations

VM VM

VMware vSphere

VM

VMVMVM

Firewall

Applications 
and Data

VM VM

VMware vSphere

VM

VMVMVM

Firewall

Applications 
and Data

Internet
Production

Site

The DRaaS 
Value On-demand 

Resources
Management 

Eliminated
Unlimited 
Capacity



Why Opkalla partners with
11:11 Systems



Proven
Expertise

4x
Leader: Magic Quadrant for DRaaS 

4.8 Stars DRaaS

Partner Program Guide Winner
5x

With Veeam, Zerto, HPE
#1 CSP



Availability SLA

100%

Support satisfaction

98%

5K+
Global Customers

25+
Delivering IT services

years

Cloud and DR expertise

10+ years

25+ 
Global Regions






